Creating Clients and Contracts

Private APIs are only accessible for known consumers, called clients. Every client version has an
individual key to access the API.

Organization

Client Plan API

Contract Contract

Create Client "Spring Corp."

Follow Our Example User Story

David Stringer wants to enable the customer Spring Corp. to consume his PrivateEchoAPI with the
higher rate limit. Therefore, he creates a client for the customer.

Good to Know

A client is the consumer of the API and is only required to use private APIs. Each client can
consume multiple APIs within API Management. The relation between client and APl is defined via a
contract and a plan. As with an API or a plan, you can also add policies to a client.

When a client version is created, the system generates a unique API Key. This key is unique per
client and the same for all contracts of this client version. All requests made to the API by a client
through the gateway must include this API Key to identify the used client version.

Refer to APl Management Guide > Clients for more detailed information.
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Step 6: Testing and Consuming the
API

On this Page:

® Create Client "Spring Corp."
® Create a Contract for
"Spring Corp."

Related Documentation:

® Clients
O Creating a Client
® Contracts
© Creating a
Contract
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A wizard

@) select Entity @ choose Organization © configure Details @ summary supports
you during
the creation

Enter the details for your client

process.
Spring Corp. 10 First, enter a
Name and

escriion an optional
Spring Corp., contact person: Rose Bloom DESCI'I ptl 0 n

for the
Goncel W % client:

®* Name:
Spring
Corp.

® Descri
ption:
Spring
Corp.,
contact
person:
Rose
Bloom

Click Next.
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The Summa
@ select entity @ choose organization @ configure Details © summary ry allows
you to
check your
entries.

Please confirm if you want to create the client with the following settings

Name. Version
Spring Corp. 1.0

Click Create

Descrpte Client to
Spring Corp., contact person: Rose Bloom COnﬁrm

our
= Yotings
and create

the new
client.

Click Back
if you want
to adapt
your entries.

[ STRINGER/ Spring Corp.

Spring Corp, contact person: Rose Bloom.

w0 - The new
client has
. been
created.
The client's
detail page
opens

UsofulInformation

P T automaticall

Change Log

o Actveconmacs y.

Refer to API
Managemen
t Guide >
Clients to
learn more
about the
details of a
client and
its
configuratio
n options.

Create a Contract for "Spring Corp."

The relation between client and API is defined via a contract and a plan.

Organization

Client Plan API

Follow Our Example User Story

David Stringer wants to enable the customer Spring Corp. to consume his PrivateEchoAPI with the
higher rate limit. Therefore, he creates a contract between the PrivateEchoAPI and the client Spring
Corp. for plan Gold.

Good to Know

A contract is a link between a client and an API through a plan offered by that API. A contract is
necessary if a client wants to consume a private API, it cannot be created between a client and a
public API. API contracts can only be created between clients and published APIs which are offered
through at least one plan.

Refer to API Management Guide > Contracts for more detailed information.
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STRINGER / Spring Corp.

Spring Corp., contact person: Rose Bloom

Contracts

API Organization API Name (Version) URL state
Contracts
Policies No contracts available
Cli n@a p to create a new contract in the AP| Developer Portal
Metrics
Change Log

Attached Policies

private API

API Documentation

@ PrivateEchoAPI_String...

APl imported for tutorial 2 to create a

Learm .nore

O

Version 1.0 of PrivateEchoAPI_Stringer [latest]

@ API imported for tutorial 2 to create a private API

Extended Description

Nofurther description has been stored for this API

Plans
Gold
Plan with igher ate imit
Rate Limit 20 requests per Minute per Client Rate Limit
2 s pan requiresapprova
o Select/create Client e Summary

Select or create a new client

Organization
STRINGER ~ | spring Corp.

i create

Select from available Clients

Organization Client

(@  STRINGER Spring Corp.

2 This plan requires approva

Standard
Plan vith low rate limit

10 requests per Minute per Client

signup

@ confirmation

In tab Overv
iew > Contr
acts use
the link Clic
k here to
create a
new
contract in
the API
Developer
Portal. This
will redirect
you to the
Developer
Portal.

Since you
featured
your AP, it
is displayed
directly on
the portal
homepage.

Click Learn
more to
open the
API details.

In the Plans
section, you
find all
available
plans for
the API and
information
on whether
approval is
required for
a plan.

Click Sign
Up on plan
Gold.

Now follow
the wizard
through
some
simple
steps:

® Select
your
organiz
ation.

Only the Spr
ing Corp.
client exists
in your
organization
. This client
is therefore
already
selected.



@ selectcrate clent @ summary © contimaton In step 2,
the
Summary Summary
displays the

API Documentation

=30 APl-related
Displays the Open AP! defintion (Swagger) and allows for making test i N
calls f the APs avalale information.
APl Key . .

Click Confirm
When an API coniract is created, the system generates a unique API ASHITP Request Heoder F
ey You will be provided an AP key after signup (u] to send
This API Key is unique per client and the same for al contracts of this
clent. your
Allrequests made to the API must include this API Key: request
Endpoint ASHITP Query Pacameter
ndpol | You will be provided an endpoint after signup [n}

Use this URL to access the API

Policies

- . .
= Rate Limiting Policy

Requests are limited to 20 requests per Minute per Client

‘The following headers in the response contain useful information
felating to rate limit:

« X-RateLimit-Limit: Rate imit allowance (per time period)

« X-RateLimit-Reset: The time the rate limit will be reset (in
seconds)
@ seleccresteclent @ summay © conrmaton In the next
step, API
Confirmation
Key and En
AP Documentation dpoint are
Displays the Open API definition (Swagger) and allows for making test p rovi d e d .
calls if the AP is available.
)
API Key
‘When an API contract is created, the system generates a unique AP Key. X-APHKey: 7dcc126- 8574-a71€01804280 [n]
‘This AP Key is unique per client this.
client.

Al requests made 1o the AP must include this API Key:

Endpoint e
hitps://acme. gateway/STRINGER [T

Use this URL to access the AP
Policies

- - .
= Rate Limiting Policy

to per

‘The following headers in the response contain useful information
relating o rate limit:

+ XRateLimit-imit: Rate it allowance (per tme period)

(in
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My Clients davidstringer @ A

Groups of APls

Home  Marketplace

Q Cllents and APls

Clients and APIs

sy ) PrvateEchoaPl_Suinger 1.0- Gola  uviores
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STRINGER

Test Organization of David Stringer

Overview

APls [0 Spring Corp. o

) Spring Corp., contact person: Rose Bloom
Clients pring corp P
Plans
0 Pending Approvals 1 Active Contracts
Members
Change Log
STRINGER / PrivateEchoAP|_Stringer 0 B
#n
Overview O om e o serkey o
)
setings O smeem OO s o s e O
Documentation -
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Policies = =

Click Finish
to close the
wizard.

You are
redirected
to tab My
Clients.

This tab
provides an
overview on
all your
clients and
contracts
and a table
of contents
on the right
side for
easy
navigation.

Open API
Managemen
t again:

®* Your
new
client
is also
display
edin
tab Cli
ents
of
organiz
ation S
TRING
ER.

® The
new
contrac
tis
shown
in tab
Contra
cts of
the Pri
vateEc
hoAPI
_Strin
ger...

e ..and
in tab
Contra
cts of
the
client S
pring
Corp.

Your APl is
ready for
testing.
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