Exposing Designer Services via APl Management

For xXUML services that have been deployed from the Designer as a container, secured endpoints are
created automatically. However, these services are only usable internally and are not exposed to users
outside the company. If you want to make them available to others, you can publish them via Scheer

PAS APl Management and restrict their usage with additional policies.

@ The following explanations apply to XUML services without user context (forms or role check).

Managing the Designer Service
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Deployment Properties

Deployment

Container Name:  acme-supportmanager
Service Status: Running

Deployed Version: ~ 23.1.0
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Open Application

In the
Designer,
you have
created a
REST
service
that
contains
neither
forms nor
a
process.

Example:

We use a
REST
service
named Su
pportAPI
that
handles
support
cases
which are
stored to

a
MongoDB.

Choose
the
deployme
nt target

Container

From the
Service
details
page,
open the
service in
the PAS
Administr
ation.

In the Administration, you can access the service details, which also contain the information about the

— .
service endpoints. Use Import API C =+ to transfer the endpoint to APl Management:

On this Page:

® Managing the Designer
Service
® Configuring Your API

Related Pages:

® Getting Started
© The Concepts of
API Management
© API Types: Public
vs. Private
© Working With the
API Management
®* APIs
O Creating an API
© Importing APIs
© Publishing an API
® Plans
© Creating a Plan
® Policies

Related Documentation:

® Administration Guide
© Controlling
Containerized
XUML Services


https://doc.scheer-pas.com/display/APIMGMNT/Getting+Started+With+API+Management
https://doc.scheer-pas.com/display/APIMGMNT/The+Concepts+of+API+Management
https://doc.scheer-pas.com/display/APIMGMNT/The+Concepts+of+API+Management
https://doc.scheer-pas.com/display/APIMGMNT/API+Types
https://doc.scheer-pas.com/display/APIMGMNT/API+Types
https://doc.scheer-pas.com/display/APIMGMNT/Working+With+the+API+Management
https://doc.scheer-pas.com/display/APIMGMNT/Working+With+the+API+Management
https://doc.scheer-pas.com/display/APIMGMNT/APIs
https://doc.scheer-pas.com/display/APIMGMNT/Creating+an+API
https://doc.scheer-pas.com/display/APIMGMNT/Importing+APIs
https://doc.scheer-pas.com/display/APIMGMNT/Publishing+an+API
https://doc.scheer-pas.com/display/APIMGMNT/Plans
https://doc.scheer-pas.com/display/APIMGMNT/Creating+a+Plan
https://doc.scheer-pas.com/display/APIMGMNT/Policies
https://doc.scheer-pas.com/display/ADMIN
https://doc.scheer-pas.com/display/ADMIN/Controlling+Containerized+xUML+Services+Docker
https://doc.scheer-pas.com/display/ADMIN/Controlling+Containerized+xUML+Services+Docker
https://doc.scheer-pas.com/display/ADMIN/Controlling+Containerized+xUML+Services+Docker

Details of acme-supportmanager

< ST -0

X o 5 Deployment

Suporart

StrtupSudounéACHE Supportanager shadow

[}
e e el le

st snadow

You are now redirected to APl Management and a wizard will guide you through the creation of the API
(refer to Creating an API for a step-by-step guide).

Configuring Your API

You imported the API to APl Management, because you want to make it (publicly) available for others to
consume. If you want to control the use of your API, differentiate between access groups and benefit
from various metrics, we recommend creating a private API (refer to API Types: Public vs. Private for
further details).

Example: Our example service handles support cases. The API should be usable by two different
access groups:

® Users with limited permissions who can only create support tickets.
® Support administrators who can create and manage support tickets.

Therefore we choose to create a private API with two different plans.
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No matter
where you
are in the
API
Managemen
t, the Create

button

is always
displayed at
the bottom
right and
opens the
creation
menu.

Open the
menu and
click Create
Plan to add
a new plan.



@) select Entity @ choose Organization @ configure Details O sommany

Please confirmif you want to create the plan with the following settings:

‘Support Case Creator 10

Allows the creation of support ticktes

Ccancel Back. Create Plan

= jane.marple / Support Case Creator 10
Allows the creation of support ticktes

‘
]
-

Attached Policies
Overview

No policles attachet

Policies Click here

Change Log

Follow the
wizard
through
some
simple
steps. You
need to...

select
the
organiz
ation

in
which
the
plan
should
be
created.

* Enter
a
name
for the
plan.

* Enter
a
version
for the
plan.

You can
also enter a
description,
but this is
optional.

Example:

We create
a plan for
our first use
case (users
with limited
permissions

).

If you want
to create
plans for
users with
limited
access, you
have to
assign
appropriate
policies.

On a newly
created
plan, you
can use the
link Click
here to
attach a
new policy
in the
QOverview
tab.

You can
also switch
to tab Polici
es and add
your
policies
here.
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Add Policy for PLAN: SupportCaseCreator

@ sectroler @ confgure poicy © summay
v M
&1 Security
Q Ignored Resources
Allows the userto prevent access to some API resources
without blocking access to all API resources.
Cancel
Add Policy for PLAN: SupportCaseCreator
@ selectpoiicy © coninseroicy © summary
Ignored Resources
Basic Configuration ~
Use this policy to manage thelst of AP! routes to ignore
o Path
pane
o Jsupportcases/* DELETE v
Regularexpressons must e it n Javs syptax
O Jsupportcas GET -
Regular expressons must be writen i Java syptax
=

The policy
wizard
supports
you during
policy
configuratio
n. Click on
the policy
tile to open
the policy
configuratio
n.

Example:

We choose
the Ignored
Resources
Policy.

Now,
configure
the policy
according
to your
requirement
S.

Example:

We
configure
the Ignored
Resources
Policy so
that support
case
creators
cannot
receive or
delete
support
requests.

Click Next t
oseea
summary of
your
configuratio
n. Confirm
the
summary to
attach the
policy.
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Allows the creation of support ticktes

Overview

Policies

Change Log

# 1 =¢ Ignored Resources Policy

Polcy created by janemarple © 20231027, 1533

The policy
is added to
the plan,
you are
now able to
lock it.
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In the same
way, we
create a
second
plan for
support
case
administrato
rs.

Administrato
rs don't
have any
restrictions
because
they should
be able to
access all
support
tickets.
Therefore,
their plan
has no
policies
assigned.

Now, you
need to
assign the
plans to
your API.
Go to the
API details
page, open
tab Settings
and do the
following:

1. Attach
the
plans
you
want
to use
with
drag &
drop.

2. SetRe
quire
Appro
val for
the
plans
that
are not
to be
availabl
eto
everyo
ne.

3. Choos
e the
visibilit
y of
the
plans.
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Example:
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1. Attach:
We
want
to use
both
created
plans,
S0
both
are
attache
dto
the
API.

2. Requir
e
Appro
val: Ev
eryone
should
be
able to
use
the
API for
suport
ticket
creatio
n, but
we
want
to
approv
e the
users
with
admin
permis
sion.
Theref
ore,
the
usage
of plan
Suppor
t Case
Admin
needs
approv
al.

3. Visibili
ty:
Both
plans
should
be
visible
to all
visitors
of the
API
Develo
per
Portal.
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SupportAPI

Home  Marketplace

Version 1.0 of SupportAP [latest]
G HoME Support Manager 61

Extended Description

No further escripton has been tored ortis API

Plans

Support Case Creator
Alows the ceation of support ickies

Rate Limit Unlimited

Transer Quota Unlimited

-2 v 28

Publ\sh@) Published

nerarrle © M m

My Clients

Support Case Admin
Administrate open / pending support cases

Rate Limit Unlimited

Transfer Quota Unlimited

You have
completed
the
necessary
steps to
configure
your API.
Now, you
can publish
it to make it
publicly
available.

The APl is
available in
the API
Developer
Portal.
Users can
now sign up
for it.
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