
Securing Designer Services via API Management

xUML services that have been deployed from the Designer as a container are secured by default. 
However, these services are only usable internally and are not exposed to users outside the company. If 
you want to make them available to others, you can secure and publish them by creating a new API in 
API Management. 

Managing the Designer Service

In the 
Designer, 
you have 
created a 
REST 
service 
that 
contains 
neither 
forms nor 
a 
process. 

 Example:

We use a 
REST 
service 
named Su

 pportAPI
that 
handles 
support 
cases 
which are 
stored to 
a 
MongoDB.

Choose 
the 
deployme
nt target 
Container
.

From the 
Service 
details 
page, 
open the 
service in 
the PAS 
Administr
ation.

In the Administration, you can access the service details, which also contain the information about the 
service endpoints that you need to create a new API. Use icon  to expand the details of your endpoint:
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The following explanations apply to xUML services without user context (forms or role check).
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Creating the API

Open the 
API 
Manage
ment 
and 
select 
menu AP
Is > New 

.API

Enter a 
name 
and a 
descriptio
n for the 
new API 
and 
create it.



Now you 
need the 
informatio
n from 
the 
service 
details in 
the PAS 
Administr
ation.

To 
access 
the 
internal 
URL of 
your 
REST 
API, in 
our 
example 
Support

in  API
the Endp

tab,oints 
you need 
to 
expand 
the entry 
(see 

). above
Click on 
the 
(internal) 
URL to 
copy it to 
the 
clipboard.

Switch 
back to 
API 
Manage
ment 
and 
open tab I
mplemet

of ation 
your new 
API.

Paste 
the 
copied 
URL in 
field API 
Endpoint 
and click 

.Save

Open the 
Administr
ation 
again 
and use 

icon  
to copy 
the URL 
of the 
private 
descriptor.



1.  

2.  

3.  

4.  

In API 
Manage
ment, 
open tab 
Definitio

of your n 
API.

Do the 
following:

Sele
ct 
the 
API 
Defi
nition
sour
ce Y

.AML
Past
e 
the 
copi
ed 
URL
of 
the 
priva
te 
desc
ripto
r in 
field 
API 
Defi
nitio
n 

.URL
Click 
Loa
d 
Defi
nitio

ann 
d 
verif
y 
that 
the 
defin
ition 
is 
load
ed 
to 
the 
text 
field.
Click 
Save
.

Securing the API
You created a new API, because you want to secure your service. Therefore, you need to create some 
plans for your API now.

 Example: Our example service handles support cases. The API should be usable by two groups of users:

Users with limited permissions who can only create support tickets.
Support administrators who can create and manage support tickets.



To create 
correspondi
ng plans, 
open your 
organization
. You can 
use the 
breadcrump 
navigation 
on top of 
the API 
details 
page.

Open tab Pl
and ans 

use button 
.New Plan

Enter a 
name for 
your plan 
and a 
useful 
description 
before you 
create it.

Example:

We create 
a plan for 
our first use 
case (users 
with limited 
permissions
).

If you want 
to create 
plans for 
users with 
limited 
access, you 
have to 
assign 
appropriate 
policies.

E
x
p
e
rt
A
d
v
i
ce



Open tab P
and olicies 

click the Ad
 d Policy

button.

G
o 
t
o 
p
a
g
e 
P
ol
ic
y 
C
o
n
fi
g
u
r
a
ti
on
f
o
r 
a
n 
o
v
e
rv
ie
w
o
n 
al
l 
p
ol
ic
ie
s 
s
u
p
p
o
rt
e
d 
b
y 
S
c
h
e
e
r 
P
AS
A
P
I 
M
a
n
a
g
e
m
e

.nt
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Select the P
 olicy Type

you want to 
assign and 
configure 
the policy 
according 
to your 
requirement
s.

Example:

We choose 
the Ignored 
Resources 

and  Policy
configure it 
so that 
support 
case 
creators 
cannot 
receive or 
delete 
support 
requests.

The policy 
is added to 
the plan, 
you are 
now able to 
lock it.

#
#
#


O
nl
y 
lo
c
k
e
d 
pl
a
n
s 
c
a
n 
b
e 
u
s
e
d 
b
y 
A
P
Is
in
t
h
e 
o
r
g
a
ni
z
a
ti
o
n
. 
R
e
f
e
r 
t
o 
L
o
c
ki
n
g 
a 
P
lan
f
o
r 
m
o
r
e 
in
f
o
r
m
a
ti
o
n.
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1.  

2.  

3.  

In the same 
way, we 
create a 
second 
plan for 
support 
case 
administrato
rs.

Administrato
rs don't 
have any 
restrictions 
because 
they should 
be able to 
access all 
support 
tickets. 
Therefore, 
their plan 
has no 
policies 
assigned.

Go to the 
API details 
page again 
and open 
tab .Plans

You have to 
do the 
following 
here:

Attach 
the 
plans 
you 
want 
to use.
Set Re
quire 
Appro

 for val
the 
plans 
that 
are not 
to be 
availabl
e to 
everyo
ne.
Choos
e the 
visibilit
y of 
the 
plans.



Example:

E
x
p
e
rt
A
d
v
i
ce

R
e
a
d 
m
o
r
e 
a
b
o
u
t 
t
h
e 
vi
si
bi
lit
y 
c
o
n
c
e
p
t 
o
n 
p
a
g
e 
T
h
e 
C
o
n
c
e
p
ts
o
f 
A
P
I 
M
a
n
a
g
e
m
e

.nt
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1.  

2.  

3.  

Attach:
We 
want 
to use 
both 
created
plans, 
so 
both 
are 
attache
d to 
the 
API.
Requir
e 
Appro
val: Ev
eryone 
should 
be 
able to 
use 
the 
API for 
suport 
ticket 
creatio
n, but 
we 
want 
to 
approv
e the 
users 
with 
admin 
permis
sion. 
Theref
ore, 
the 
usage 
of plan 
Suppor
t Case 

 Admin
needs 
approv
al.
Visibili
ty: 
Both 
plans 
should 
be 
visible 
to all 
visitors 
of the 
API 
Develo
per 
Portal.

You have 
completed 
the 
necessary 
steps to 
secure the 
service and 
can now 
publish 
your API.



The API is 
available in 
the API 
Developer 
Portal. 
Users can 
now sign up 
for it.
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