Time Restricted Access

The Time Restricted Access Policy is used to allow access to an API only during certain times. The

policy can be configured to apply different time restrictions to different API resources.

Policy Type

Time Restricted Access Policy Configuration
Manage the list of API routes that can be accessed at specific time and date.

Add New Restriction

Allow All Requests Matching URI

From time in the day Totime in the day From day of the week

Today of the week

14 00 2 00 ‘

Time Restrictions
Path Accessible (UTC)
myPath/* 08:00-16:00 from Mon to Fri
I B

Configuration Options

Option Type Description Possible
Values
Allow all String A regular expression used to match the request’s -
requests resource path/destination. The time restriction will be
matching applied only when the request’s resource matches
URI this pattern.
From time Time Indicates the time of day (UTC) to begin allowing
in the day access.
To timein Time Indicates the time of day (UTC) to stop allowing
the day access.
From day Integer | Indicates the day of week (1= Monday, 2=Tuesday 1
of the week etc.) to begin allowing access. 2
3
4
5
6
7
To day of Integer | Indicates the day of week (1= Monday, 2=Tuesday
the week etc.) to stop allowing access.
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Default

08:00

16:00

(Mon)

(Fri)
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