
Setting cURL Options on the URL Adapter
The URL adapter uses cURL. In some cases you might want to set cURL options on an URL adapter 
request, e.g. to specify a timeout. You can do that by adding these cURL options on the URL alias to the 

 attribute. To specify multiple cURL options, list them separated by ' ' (comma) or ' ' (blank). If an options ,
option allows for multiple values, you can concatenate them by using the  (pipe) operator.'|'

Examples:

CURLOPT_CONNECTTIMEOUT=60 (  for a hint regarding this option)see note below
CURLOPT_CONNECTTIMEOUT=60, E2E_FORBID_REUSE=true
CURLOPT_CONNECTTIMEOUT=60 E2E_FORBID_REUSE=true
CURLOPT_HTTPAUTH=CURLAUTH_NTLM|CURLAUTH_NEGOTIATE, 
E2E_FORBID_REUSE=true

Setting cURL Options dynamically
Alternatively, it is possible to provide the cURL options dynamically.

The options parameter is an array of , describing a /  Base Components.Add Ons.Option name value
pair. Set the cURL option you want to provide to attribute  and the value to attribute .name value
Then, provide the options array to parameter  of the URL adapter as shown below.options

Persisted variable is an array of . It contains the cURL options as name/value pairs.  curlOptions Option
The execution diagram provides this variable to the parameter  of the URL adapter call ( ).option request
The contents of  need to be prepared before in a dedicated operation, e.g. a mapping curlOptions
diagram.

Scheer PAS cURL Options

Option Data 
Type

Remarks

E2E_FORBID
_REUSE

Boolean If  is  for a URL adapter call, then  curl E2E_FORBID_REUSE true all
connections are closed after the request.
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Native cURL Options
The following options - listed in alphabetical order - are currently supported (see the cURL documentation
for more details).

Legend:  Option is recognized and forwarded to cURL 
 Option is recognized and forwarded to cURL, but may overwrite built-in URL adapter 

functionality 
 Option is not supported and not forwarded to cURL

cURL Data Types

All cURL data types can be set by using :xUML Base Type  String

cURL 
Data 
Type

xUML 
Base 
Type

Comment

Array
(String)

Array of 
Strings

You must use a cast() to use this type, because the URL option value is of type 
String.

Bitmask String It is a string containing a string of cURL options separated by the pipe character 
("|").

Blob n/a Is not supported.

Boolean String You can use  or  for false and  or  for true.false 0 true 1

Callback n/a Is not supported.

Consta
nt

String Use the defined strings from . For example, for the option cURL CURLOPT_FTP_
 you can use , FILEMETHOD CURLFTPMETHOD_MULTICWD CURLFTPMETHOD_NO

 or . The xUML Runtime will convert the CWD CURLFTPMETHOD_SINGLECWD
strings to numbers.

FileHan
dle

n/a Is not supported.

Integer String String will be converted to a number.

String String

List of Supported Options

Option Data 
Type

Supported Supported cURL Constants / Remarks

CURLOPT_ACCE
PT_ENCODING

String

CURLOPT_ACCE
PTTIMEOUT_MS

Integer

CURLOPT_APPE
ND

String

CURLOPT_AUTO
REFERER

Boolean

CURLOPT_AWS_
SIGV4

String

CURLOPT_BUFF
ERSIZE

Integer

CURLOPT_CAIN
FO

String

CURLOPT_CAPA
TH

String

CURLOPT_CA_C
ACHE_TIMEOUT

Integer In seconds (see ).cURL documentation

http://curl.haxx.se/libcurl/c/curl_easy_setopt.html
http://curl.haxx.se/libcurl/c/curl_easy_setopt.html
https://curl.se/libcurl/c/CURLOPT_CA_CACHE_TIMEOUT.html


CURLOPT_CONN
ECTTIMEOUT

Integer In seconds (see ).cURL documentation

CURLOPT_CONN
ECT_ONLY

Boolean

CURLOPT_CRLF Boolean

CURLOPT_CRLF
ILE

String

CURLOPT_CONV
_FROM_NETWOR
K_FUNCTION

Callback

CURLOPT_CONV
_FROM_UTF8_F
UNCTION

Callback

CURLOPT_CONV
_TO_NETWORK_
FUNCTION

Callback

CURLOPT_COOK
IE

String

CURLOPT_COOK
IEFILE

String

CURLOPT_COOK
IEJAR

String

CURLOPT_COOK
IELIST

String

CURLOPT_COOK
IESESSION

Boolean

CURLOPT_CUST
OMREQUEST

String

CURLOPT_DEBU
GDATA

Blob

CURLOPT_DEBU
GFUNCTION

Callback

CURLOPT_DIRL
ISTONLY

String

CURLOPT_DNS_
CACHE_TIMEOUT

Integer In seconds (see ).cURL documentation

CURLOPT_DNS_
USE_GLOBAL_C
ACHE

Boolean

CURLOPT_DOH_
SSL_VERIFYHO
ST

Boolean

CURLOPT_DOH_
SSL_VERIFYPE
ER

Boolean

CURLOPT_DOH_
SSL_VERIFYST
ATUS

Integer

CURLOPT_DOH_
URL

String

CURLOPT_EGDS
OCKET

String

CURLOPT_ENCO
DING

String

CURLOPT_ERRO
RBUFFER

Blob

CURLOPT_EXPE
CT_100_TIMEO
UT_MS

Integer

This timeout applies to the connection phase of the TCP/IP 
protocol only. If you want to use timeout limiting the whole 
interaction time, use .CURLOPT_TIMEOUT

http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTCONNECTTIMEOUT
http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTDNSCACHETIMEOUT


CURLOPT_FAIL
ONERROR

Boolean

CURLOPT_FILE
TIME

Boolean

CURLOPT_FORB
ID_REUSE

Boolean

CURLOPT_FRES
H_CONNECT

Boolean

CURLOPT_FTP_
ACCOUNT

String

CURLOPT_FTP_
ALTERNATIVE_
TO_USER

String

CURLOPT_FTPA
PPEND

Boolean

CURLOPT_FTP_
CREATE_MISSI
NG_DIRS

Boolean

CURLOPT_FTP_
FILEMETHOD

Constant CURLFTPMETHOD_
DEFAULT

Same behavior as if no method is specified.

CURLFTPMETHOD_
MULTICWD

cURL does a single CWD operation for each 
path part in the given URL.

CURLFTPMETHOD_
NOCWD

cURL does no CWD at all.

CURLFTPMETHOD_
SINGLECWD

libccURL does one CWD with the full target 
directory and then operates on the file 
"normally".

CURLOPT_FTPL
ISTONLY

Boolean

CURLOPT_FTP_
RESPONSE_TIM
EOUT

Integer In seconds (see ).cURL documentation

CURLOPT_FTPP
ORT

String

CURLOPT_FTP_
SKIP_PASV_IP

Boolean

CURLOPT_FTP_
SSL

Constant Deprecated. Use CURLOPT_USE_SSL instead.

CURLOPT_FTP_
SSL_CCC

Boolean false represents ,  is for CURLFTPSSL_CCC_NONE true CURLFTPSSL
._CCC_PASSIVE 

CURLOPT_FTPS
SLAUTH

Constant CURLFTPAUTH_DE
FAULT

Allow cURL to decide.

CURLFTPAUTH_SSL Try SSL first, and only if that fails try TLS.

CURLFTPAUTH_TLS Try TLS first, and only if that fails try SSL.

CURLOPT_FTP_
USE_EPRT

Boolean

CURLOPT_FTP_
USE_EPSV

Boolean

CURLOPT_FTP_
USE_PRET

String

CURLOPT_FOLL
OWLOCATION

Boolean

CURLOPT_HAPP
Y_EYEBALLS_T
IMEOUT_MS

Integer

CURLOPT_HAPR
OXYPROTOCOL

String

CURLOPT_HEAD
ER

Boolean

http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTFTPRESPONSETIMEOUT


CURLOPT_HEAD
ERDATA

Blob

CURLOPT_HEAD
ERFUNCTION

Callback

CURLOPT_HTTP
AUTH

Constant  C URLAUTH_ANY cURL will automatically select the one it finds 
most secure.

CURLAUTH_ANYSAFE All except basic authentication. cURL will 
automatically select the one it finds most 
secure.

CURLAUTH_AWS_SIG

V4
AWS V4 signature (see CURLOPT_AWS_SIG

). V4

CURLAUTH_BASIC basic authentication

CURLAUTH_DIGEST digest authentication

CURLAUTH_GSSNEGO

TIATE
deprecated, use   CURLAUTH_NEGOTIATE
instead

CURLAUTH_NEGOT
IATE

negotiate (SPNEGO) authentication

CURLAUTH_NTLM NTLM authentication

CURLOPT_HTTP
GET

Boolean

CURLOPT_HTTP
HEADER

Array
(String)

CURLOPT_HTTP
POST

Other

CURLOPT_HTTP
PROXYTUNNEL

Boolean

CURLOPT_HTTP
_VERSION

Constant CURL_HTTP_VERS
ION_NONE

cURL will use whatever HTTP version it thinks 
fit.

CURL_HTTP_VERS
ION_1_0

Enforce HTTP 1.0 requests.

CURL_HTTP_VERS
ION_1_1

Enforce HTTP 1.1 requests.

CURLOPT_HTTP
200ALIASES

Array
(String)

CURLOPT_IGNO
RE_CONTENT_L
ENGTH

Boolean

CURLOPT_INFI
LESIZE

Integer

CURLOPT_INFI
LESIZE_LARGE

Integer

CURLOPT_INTE
RFACE

String

CURLOPT_IOCT
LDATA

Blob

CURLOPT_IOCT
LFUNCTION

Callback

CURLOPT_IPRE
SOLVE

Constant CURL_IPRESOLVE
_WHATEVER

Resolves addresses to all IP versions that your 
system allows.

CURL_IPRESOLVE
_V4

Resolve to IPv4 addresses.

CURL_IPRESOLVE
_V6

Resolve to IPv6 addresses.

CURLOPT_ISSU
ERCERT

String

https://curl.se/libcurl/c/CURLOPT_AWS_SIGV4.html
https://curl.se/libcurl/c/CURLOPT_AWS_SIGV4.html


CURLOPT_KEYP
ASSWD

String

CURLOPT_KRB4
LEVEL

String

CURLOPT_LOCA
LPORT

Integer

CURLOPT_LOCA
LPORTRANGE

Integer

CURLOPT_LOW_
SPEED_LIMIT

Integer

CURLOPT_LOW_
SPEED_TIME

Integer In seconds (see ).cURL documentation

CURLOPT_MAXA
GE_CONN

Integer

CURLOPT_MAXC
ONNECTS

Integer

CURLOPT_MAXF
ILESIZE

Integer

CURLOPT_MAXF
ILESIZE_LARGE

Integer

CURLOPT_MAXL
IFETIME_CONN

Integer

CURLOPT_MAX_
RECV_SPEED_L
ARGE

Integer

CURLOPT_MAXR
EDIRS

Integer

CURLOPT_MAX_
SEND_SPEED_L
ARGE

Integer

CURLOPT_MIME
_OPTIONS

Constant CURLMIMEOPT_FO
RMESCAPE

Tells libcurl to escape multipart form field and 
file names using the backslash-escaping 
algorithm rather than percent-encoding (HTTP 
only). See   for more.cURL documentation

CURLOPT_NETRC Constant

          

        

          

        

CURL_NETRC_OPT
IONAL

The use of your file is optional,  ~/.netrc
and information in the URL is to be preferred.

CURL_NETRC_IGN
ORED

cURL will ignore the file and use only the 
information in the URL.

CURL_NETRC_REQ
UIRED

The use of the file is required, the information 
in the URL is ignored.

CURLOPT_NETR
C_FILE

String

CURLOPT_NEW_
DIRECTORY_PE
RMS

Integer

CURLOPT_NEW_
FILE_PERMS

Integer

CURLOPT_NOBO
DY

Boolean

CURLOPT_NOPR
OGRESS

Boolean

CURLPOT_NOPR
OXY

String See .cURL documentation

CURLOPT_NOSI
GNAL

Boolean

CURLOPT_QUOTE Array
(String)

CURLOPT_PATH
_AS_IS

String

CURLOPT_PINN
EDPUBLICKEY

String

http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTLOWSPEEDTIME
https://curl.se/libcurl/c/CURLOPT_MIME_OPTIONS.html
https://curl.haxx.se/libcurl/c/CURLOPT_NOPROXY.html


CURLOPT_PORT Integer

CURLOPT_POST Boolean

CURLOPT_POST
FIELDS

Blob

CURLOPT_POST
FIELDSIZE

Integer

CURLOPT_POST
FIELDSIZE_LA
RGE

Integer

CURLOPT_POST
QUOTE

Array
(String)

CURLOPT_POST
REDIR

String

CURLOPT_PREQ
UOTE

Array
(String)

CURLOPT_PRER
EQDATA

Blob

CURLOPT_PRER
EQFUNCTION

Callback

CURLOPT_PRIV
ATE

Blob

CURLOPT_PROG
RESSDATA

Blob

CURLOPT_PROG
RESSFUNCTION

Callback

CURLOPT_PROT
OCOLS_STR

String

CURLOPT_PROXY String

CURLOPT_PROX
YAUTH

Constant CURLAUTH_BASIC basic authentication

CURLAUTH_DIGEST digest authentication

CURLAUTH_NEGOT
IATE

negotiate (SPNEGO) authentication

CURLAUTH_GSSNE
GOTIATE

deprecated, use   CURLAUTH_NEGOTIATE
instead

CURLAUTH_NTLM NTLM authentication

CURLAUTH_ANY cURL will automatically select the one it finds 
most secure.

CURLAUTH_ANYSA
FE

All except basic authentication. cURL will 
automatically select the one it finds most 
secure.

CURLOPT_PROX
Y_CAINFO

String

CURLOPT_PROX
Y_CAPATH

String

CURLOPT_PROX
Y_CRLFILE

String

CURLOPT_PROX
YHEADER

String

CURLOPT_PROX
 Y_ISSUERCERT

String

CURLOPT_PROX
Y_KEYPASSWD

String

CURLOPT_PROX
YPASSWORD

String

CURLOPT_PROX
Y_PINNEDPUBL
ICKEY

String



CURLOPT_PROX
YPORT

Integer

CURLOPT_PROX
Y_SERVICE_NA
ME

String

CURLOPT_PROX
Y_SSLCERT

String

CURLOPT_PROX
Y_SSLCERTTYPE

String

CURLOPT_PROX
Y_SSL_CIPHER
_LIST

String

CURLOPT_PROX
Y_SSLKEY

String

CURLOPT_PROX
Y_SSLKEYTYPE

String

CURLOPT_PROX
Y_SSL_OPTIONS

String

CURLOPT_PROX
Y_SSL_VERIFY
HOST

String

CURLOPT_PROX
Y_SSL_VERIFY
PEER

String

CURLOPT_PROX
Y_SSLVERSION

String

CURLOPT_PROX
Y_TLS13_CIPH
ERS

String

CURLOPT_PROX
Y_TRANSFER_M
ODE

String

CURLOPT_PROX
YTYPE

Constant

          

        

          

        

CURLPROXY_HTTP HTTP proxy

CURLPROXY_SOCK
S4

SOCKS4 proxy

CURLPROXY_SOCK
S5

SOCKS5 proxy

CURLOPT_PROX
YUSERNAME

String

CURLOPT_PROX
YUSERPWD

String

CURLOPT_PUT Boolean

CURLOPT_QUIC
K_EXIT

Boolean

CURLOPT_RAND
OM_FILE

String

CURLOPT_RANGE String

CURLOPT_READ
DATA

Blob

CURLOPT_READ
FUNCTION

Callback

CURLOPT_REDI
R_PROTOCOLS_
STR

String

CURLOPT_REFE
RER

String

CURLOPT_RESO
LVE

String

CURLOPT_RESU
ME_FROM

Integer



CURLOPT_RESU
ME_FROM_LARGE

Integer

CURLOPT_SE
RVER_RESPO
NSE_TIMEOUT

Integer

CURLOPT_SERV
ICE_NAME

String

CURLOPT_SOCK
S5_AUTH

String

CURLOPT_SOCK
S5_GSSAPI_NEC

String

CURLOPT_SOCK
S5_GSSAPI_SE
RVICE

String

CURLOPT_SSH_
AUTH_TYPES

Constant CURLSSH_AUTH_KEYBOARD is not implemented for obvious  
reasons.

CURLOPT_SSH_
HOSTKEYDATA

Blob

CURLOPT_SSH_
HOSTKEYFUNCT
ION

Callback

CURLOPT_SSH_
HOST_PUBLIC_
KEY_SHA256

String

CURLOPT_SSH_
PUBLIC_KEYFI
LE

String

CURLOPT_SSH_
PUBLIC_KEY_M
D5

String

CURLOPT_SSH_
PRIVATE_KEYF
ILE

String

CURLOPT_SHARE FileHan
dle

CURLOPT_SSLC
ERT

String

CURLOPT_SSLC
ERTTYPE

String

CURLOPT_SSLC
ERTPASSWD

String

CURLOPT_SSL_
CIPHER_LIST

String

CURLOPT_SSL_
CTX_DATA

Blob

CURLOPT_SSL_
CTX_FUNCTION

Callback

CURLOPT_SSLE
NGINE

String

CURLOPT_SSLE
NGINE_DEFAULT

None

CURLOPT_SSLK
EY

String

CURLOPT_SSLK
EYTYPE

String

CURLOPT_SSLK
EYPASSWD

String

CURLOPT_SSL_
OPTIONS

Constant CURLSSLOPT_ALL
OW_BEAST 

Tells libcurl to not attempt to use any 
workarounds for a security flaw in the SSL3 
and TLS1.0 protocols. See cURL 

 for more.documentation

CURLOPT_SSL_
SESSIOID_CAC
HE

Boolean

https://curl.haxx.se/libcurl/c/CURLOPT_SSL_OPTIONS.html
https://curl.haxx.se/libcurl/c/CURLOPT_SSL_OPTIONS.html


CURLOPT_SSL_
VERIFYHOST

Integer

CURLOPT_SSL_
VERIFYPEER

Boolean

CURLOPT_SSL_
VERIFYSTATUS

Integer

CURLOPT_SSLV
ERSION

Constant CURL_SSLVERSIO
N_DEFAULT     

Default action. This will attempt to figure out 
the remote SSL protocol version.

CURL_SSLVERSIO
N_TLSv1

Use TLSv1.x.

CURL_SSLVERSIO
N_SSLv2

Use SSLv2.

CURL_SSLVERSIO
N_SSLv3

Use SSLv3.

CURLOPT_STDE
RR

FileHan
dle

CURLOPT_TCP_
NODELAY

Boolean

CURLOPT_TELN
ETOPTIONS

Array
(String)

CURLOPT_TIME
CONDITION

Constant CURL_TIMECOND_IFMODSINCE

CURL_TIMECOND_IFUNMODSINCE

CURLOPT_TIME
OUT

Integer In seconds (see ).cURL documentation

CURLOPT_TIME
OUT_MS

Integer In milliseconds (see ).cURL documentation

CURLOPT_TIME
VALUE

Integer

CURLOPT_TIME
VALUE_LARGE

Integer

CURLOPT_TLS1
3_CIPHERS

String

CURLOPT_TRAN
SFERTEXT

Boolean

CURLOPT_UNRE
STRICTED_AUTH

Boolean

CURLOPT_UPLO
AD

Boolean

CURLOPT_URL String

CURLOPT_USE_
SSL

Constant CURLUSESSL_NON
E  
              

 Do not attempt to use SSL.

CURLUSESSL_TRY Try using SSL, proceed as normal otherwise.

CURLUSESSL_CON
TROL

Require SSL for the control connection

CURLUSESSL_ALL Require SSL for all communication.

CURLOPT_USER
AGENT

String

CURLOPT_USER
PWD

String

CURLOPT_VERB
OSE

Boolean

CURLOPT_WRIT
EDATA

Blob

http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTTIMEOUT
http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTTIMEOUTMS


CURLOPT_WRIT
EFUNCTION

Callback

CURLOPT_WS_O
PTIONS

Bitmask

CURLOPT_XOAU
TH2_BEARER

String
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