Adding a Profile

Before you create your own profiles, it is recommended to start with some preliminary considerations:

How many users will you grant administration rights?
Does a user need administrations rights for all PAS components or is it enough to give him

permissions for selected components?

Consider the use of naming conventions. They may help to maintain a good overview over the

list of profiles.

Where is the best place to manage the naming conventions, so that all administrators have

access?

@ Use standard prefixes to organize the list of profiles, for example it_ for profiles of the IT

department, hr_ for the human resources department etc.
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In the Maste
Master Data r Data
section,
insert a Na
me for the
i file.
Profile active profile
As the
profile's
e name must
global_acme Q be unique,
your input is
automaticall
y checked.

Display Name
global_acme

Your entry
will also be
considered
for the field
Display
Name, if
you don't
insert a
seperate
display
name.

The Name fi
Master Data eld must

not be

empty.

. Allowed
Profile active characters

are:

® number
Name s 0-9
® |etters
a-z
P Y Py and A-
) z
® special
charact
ers. - _
and !

Allowed characters are 0-9, 3z and .- _!
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If you want
Master Data Loaﬂzp'ay a
different to
the
. technical
Profile active identifier of
the profile,
insert the
Name label you
global_acme 0 want to use
instead in
field Displa
y Name.

Display Mame
ACME Test Space

If filled, this
name will

be shown in
the platform
components.
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Master Data

Profile active

Mame
global_acme

Display Name
ACME Test Space

Mamespace
global_acme

Master Data

Profile active

Mame
acme_corp

Display Mame
ACME Test Space

Mamespace
acme_corp

This namespace is already in use.

Insert a
namespace
for your
profile.
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The entries
in fields Na
me and Na
mespace
must be
unique.

Therefore,
your input is
automaticall
y checked.

If name or
namespace
are already
in use, you
need to
change
your entry.



€ 9 NewProfile

Master Data

Profile active

Name
global_acme

Display Name

ACME Test Space

Namespace

global_acme

Permissions (0)

ERES

€ > showProfiles.

Search Cln S ¢
# Name Display Name Namespace Activated
32 /7 keycloak user keycloak_user Yes

33 /' kibana_user kibana_user Yes

3 /' epidevportal_user apl_devportal_user Yes

35 /' integration_user integration_user Yes

36 /' =p_management user apimanagement_user Yes

S /' sandbox_rose bloom sandbox_rose bloom Yes

38 /' sandbox_platform keycloak user.admin sandbox_platform keycloak 1 Yes

30 /' apimanagement_admin api_management_admin Yes

a0 /' user_management admin user_management_admin Yes

a /' testprofile testprofile profile for testing purposes  Yes

Global ACME Test Space

‘Saved successfully!

Assigning Permissions

€ 9 NewProfile

Display Name
Global ACME Test Space

Namespace

global_acme

Permissions (0)

The profile is lacking permissions

CREATE A COPY

If you have
entered the
Master Data
, you can
already
create the
profile by
clicking the
Save button.

The profile
data sheet
is closed,
the
message Su
ccessfully
saved! is
displayed
and the
profile is
added to
the list.

You can
use the link
from the
success
message to
reopen the
profile's
data sheet.

Before
saving the
profile, you
can also ass
ign
permissions,
assign users
and insert
translations.
But this is
not
mandatory
to create a
profile.

You need to
assign permissio
ns to profiles, if
you want to
restrict access to
the profile's
content.

Click the Assign
button in the
permissions
section to open
the list of
available
permissions.
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€ 3 NewProfile - Assign Permissions

124 ] service_service-repository_aet_services

Coath'"/service/service-repository/aetServices™)

Search 145 x Y
# Name Resource Activated
16 [  conformancecheckingapp Cpath/app/conformance-checking-app/*"} Yes

117 [0 conformancecheckingbackend-app. Cpath/app/conformance-checking-backend/*") ves

18 [ sewvicestorage Cpath/service/storage/*) Yes

19 [ senice_cronservice_controllob Cpath/senvice/cron/controldot’) Yes

120 (@ ) ‘app_cron-app {Cpath™”/app/eron/*} Yes

<

121 [ service_cronservice registerJob Cpath/senvice/cron/registerJob’) Yes

122 [ sewvice.cronservice umegisterdob Cpath/service/cron/unregisterdob’) Yes

123 [ service_cronservice_getobs Cpath/service/cron/getJobs’) Yes

€ > New Profile - Assign Permissions

Search (145) %
# Name Resource Activated
4 [ eppuseradmin Cpath/app/user-admin/*} Yes
4 [ epposdmin Cpath/app/admin/) Yes
s [ eppifie Cpath’:*/app/file/*} Yes
4 app_storage Cpath/app/storage/*} Yes
47 [ wansaction logger Cpath/app/transaction-ogger/*} Yes
48 [ serviceuser check user Cpath/service/user/checkUser’} Yes
49 [ service.user_check permissions Cpath/service/user/checkPermissions’) Yes

Y

€ 9 NewProfiles

Permissions (2)

Nome Resource Activated
app_storage {path'"/app/storage/*’} true x @
service_storage {path'/service/storage/*’} true x (24

Assigning Users

Use the
corresponding
checkboxes in
the list to select
the permissions
you want to
assign.

The chosen
permissisons
are displayed in
the footer of the
list.

Click Apply to
assign the
permissions to
the profile.

Your selection is
transferred to
the Permission
section of the
profile data
sheet.

@ Do
not
forget
to
save
the
data
sheet
before
closin
git.



€ 9 NewProfile

User (0)

service_storage

{'path/service/storage/*"}

No users are assigned to this profile.
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€ 9 NewProfile - Assign Users

acme 13 % Y
# Last Name First Name Login Company Valid until Activated
1 Adler Irene irene.adler ACME Corp 12/31/2099 Yes
2 Marple Jane Jane.marple ACME Corp 12/31/2099 Yes
s O admn AcME acme.admin ACME Corp 12/31/2099 Yes
s [O watson John johnwatson ACME Corp 12/31/2099 Yes
s Doolitle Eiza eliza.doolitle ACME Corp 12/31/2099 Yes
6 O wes Raymond raymond.west ACME Corp 12/31/2099 Yes
7 ‘ @ ’ Higgins Henry henry higgins. 'ACME Corp. 12/31/2099 Yes

"/
e [ eoom Leopold leopold.bloom ACME Corp 12/31/2099 Yes
9 [ copperfeld David davidcopperfield  ACME Corp. 12/31/2099 Yes
0[] stinger David david stringer ACME Corp 12/31/2099 ves
elizadoolittle @ ' ireneadler @  jane.marple @
€ 9 New Profile - Assign Users
(3% Y
# Last Name First Name Login Company Valid until Activated
1 Ader Irene irene.adler ACME Corp. 12/31/2099 Yes
2 Marple Jane Jane.marple ACME Corp. 12/31/2099 Yes
s O admn AcME acme.admin ACME Corp. 12/31/2099 Yes
4 [0 watson Jon johnwatson ACME Corp. 12/31/2099 Yes
s Doolitle Eliza eliza.doolitle ACME Corp. 12/31/2099 Yes
6 O west Raymond raymond.west ACME Corp. 12/31/2099 Yes
7 Higgins Heny henryhiggins ACME Corp. 12/31/2099 ves
e [ eoom Leopold eopold.bloom ACME Corp. 12/31/2099 Yes
) [0  copperfield David david.copperfield  ACME Corp. 12/31/2099 Yes
10 [ stinger David david stringer ACME Corp. 12/31/2099 Yes

Ienza doolittle €@  henryhiggins @  irene.adler @

|

In a profile
data sheet,
the users
assigned to
the profile
are listed in
the User
section.

If you
create a
new profile,
you start
with an
empty User
section. If
you want
to, you can
assign the
users to a
profile
within the
profile's
data sheet.

Click button
Assign to
assign
users to the
profile.

The list of
all available
users
opens.

Use the
correspondi
ng
checkboxes
to choose
the users
you want to
assign.

All selected
users are
displayed in
the footer of
the list.

Click Apply
to assign
the users to
the profile.
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service_storage
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Your
selection is
transferred
to the User
section of
the profile
data sheet.

When all
necessary
users have
been
assigned,
you can
save the
profile data
sheet or
continue to
edit the
profile by ins
erting
translations.
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Inserting Translations

The profile name inserted in section Master Data is a technical name for the profile. In section Translatio
ns you can insert translations for the profile's display names.

Use
Translations [ EDIT TRANSLATIONS window Tr

anslations
to insert
the

display
name in
different
languages.



Translations

German

English

French

Clicking
button Edi
t
Translati
ons will
show the
fields Ger
man, Eng
lish and F
rench.

The
names
inserted
in those
fields will
be shown
in BPaaS
according
to the
language
selected
for the
user
interface.
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