Summary of User Access Rights

Find below a table summarizing the user access rights of the E2E Bridge. The functions are sorted
according to the navigation items in the Bridge.

You can change the default user access rights by editing file roles.xml as described on Modifying User

Access Rights.

Function/Role

General

General Bridge Access

Bridge API documentation
Users
View user list

View user

Manage user

Change user password

Groups
View group list

Manage group

Node Instances

View domain E2E Bridge
instance list

Manage domain

Convert to stand-alone
<node instance name>
View Bridge preferences

Modify Bridge
preferences

View Bridge logging

View firmware information
Manage firmware
Deployment

Deploy new

Permission
from roles.xml

comon/ wel conme
common/ | ogout
comon/ donai n
comon/ nodes

bri dgei nst/docunentati on

donmi n/ users

donai n/ user _nodi fy

domai n/ user _create

domai n/ user _nodi fy_nane
domai n/ user _nodi fy_group
donai n/ user _nodi fy_active
donai n/ user _del ete

domai n/ user _nodi fy_passwd

donai n/ gr oups

domai n/ group_create

domai n/ gr oup_nodi fy

domai n/ group_nodi fy_nane

domai n/ group_nodi fy_rol e
donai n/ group_del ete

domai n/ nodes
donai n/ node_i nport
donai n/ node_r enove

donai n/ node_convert

consol e/ prefs

consol e/ prefs_nodify

consol e/ prefs_nodi fy_| ogg
ing

consol e/ prefs_nodi fy_trace
consol e/ prefs_nodi fy_di sp

| ay_nane

consol e/ prefs_nodi fy_noni
toring_url

consol e/ | oggi ng

consol e/ firmare

consol e/ fi rmvare_nodi fy

depl oy/ create
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Node Instances
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Deployment

Proxy Services

XUML Services
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<node.js service>
<Java service>
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Create proxy node
Delete proxy node
Stop proxy services
Stop proxy services

View proxy services
logging

View proxy configuration
files and templates

Edit proxy configuration
files and templates

View proxy entries
View certificate
Manage certificate
XUML Services

View service list
View ports
View preferences

Edit preferences

View licensing information

Manage licenses

Deploy/Manage
resources

Deploy/Manage Java
archives

Deploy/Manage XSLT
script archives

View setting variables

Modify setting variables

<XUML service>

View status

Start/Stop

Kill

Export service

Delete

View preferences

Modify preferences

View history
View logging

View error dump

proxynode/ creat e
procxynode/ del et e
proxyserver/start
proxyserver/stop

proxyserver/| oggi ng

proxyserver/prefs

proxyserver/prefs_nodify
proxyserver/prefs_nodify_
admi n

proxynode/ entries
proxynode/ certs

proxynode/ certs_nodi fy

bri dgeserver/instances

bri dgeserver/ pl ugi ns

bri dgeserver
/ pl ugi ns_nodi fy

bri dgeserver/licensing
bri dgeserver/|icensi ng_no
dify

bri dgeserver/resource

bri dgeserver/resource_nod
ify

bri dgeserver/java

bri dgeserver/java_nodify

bri dgeserver/xslt
bri dgeserver/xslt_nodify

bri dgeserver/vari abl es

bri dgeserver
/vari abl es_nodi fy

bri dgei nst/status

bridgei nst/start
bri dgei nst/ st op

bridgeinst/kill

bri dgei nst/ export

bri dgeserver
/ del et e_i nst ance

bridgei nst/prefs

bri dgei nst/prefs_nodify
bridgeinst/prefs_nodify_s
tartup
bridgeinst/prefs_nodify_a
utomatic_restart

bri dgei nst/prefs_nodify_o
wner
bridgeinst/prefs_nodify_|
0ggi ng

bri dgei nst/prefs_nodify_t
ransaction_| oggi ng

bridgei nst/ history
bri dgei nst/ | oggi ng

bri dgei nst/ dunp
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Delete error dump

Trace with E2E Analyzer

View/Modify/Export
settings
View version

View persistent state
information

Manage persistent state
objects

Delete all persistent state
objects

<node.js service>

View status

Start/Stop

Delete

View preferences

Modify preferences

View history
View logging

View/Modify environment
variables

<Java service>

View status

Start/Stop

Delete

View preferences

Modify preferences

View history
View logging

View/Modify environment
variables

bri dgei nst/dunp_nodi fy

bri dgei nst/tenpl ates

bri dgei nst/tenpl at es _nodi
fy

bri dgei nst/ docunent ati on
bri dgei nst/state_cl asses
bri dgei nst/ st ate_objects
bri dgei nst/state_obj ect
bri dgei nst/state_events
bri dgei nst

/state_cl asses_nodi fy

bri dgei nst

/ st at e_obj ect s_nodi fy
bri dgei nst

/ state_obj ect_nodify

bri dgei nst
/state_events_nodify

bridgei nst/state_del ete

nodej s/ nodi fy

nodej s/ nodi fy

nodej s/ nodi fy

nodej s/ nodi fy

nodej s/ nodi fy

nodej s/ nodi fy
nodej s/ nodi fy

nodej s/ nodi fy

javal/ nodi fy

javal/ nodi fy

javal/ nodi fy

java/ nodi fy

java/ nodi fy

java/ nodi fy
javal/ nodi fy

javal/ nodi fy
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