Debugging HTTPS Communication

You can debug the HTTPS communication with the Bridge. Turn on SSL debugging as follows:

1. Stop the proxy service as described in Starting and Stopping the Proxy Service.
2. Go to the Configuration tab of the Proxy Services (see Configuring the Proxy).
3. Append the following lines:

<| f Modul e nod_ssl . c>
LogLevel debug
</'| f Modul e>

4. Click Save and Check Syntax
5. Start the proxy service as described in Starting and Stopping the Proxy Service.

Setting the log level to debug will write a lot of info from SSL (as well as from other places) into the error.

log.

Further Investigations

Further investigations can be done with network sniffers like Wireshark used in combination with the
openssl utility. The utility is provided in the installed bin directory.
For example, on windows using the default installation path do the following:

cd c:\ E2E_BRI DGE_PROG\ bi n

openssl -w n32-64. exe s_client -debug -connect <host nane>:<port>

An interactive shell opens giving you lots of connection information regarding the initial SSL handshake.
To run a request type for example the following line (having deployed the standard example before):

GET /| ocal host/ Ht t psProxyExanpl e/ Ht t psProxyServi ceArtifact/ Services
/ htt pProxyService/ Hel | owor | dPort/ Ht t psProxyPort
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