Setting cURL Options on the URL Adapter

This page explains the URL Adapter in Bridge context. If you were looking for the same On this Page:
information regarding the PAS Designer, refer to URL Adapter in the Designer guide.

® E2E cURL Options

In the component diagram, these options can be set on the URL adapter alias. Use tagged value options e Native CURL Options

in order to set cURL options.
If you want to specify multiple cURL options, list them separated by ', ' (comma) or ' ' (blank). If an option
allows for multiple values, you can concatenate them by using the ' | * (pipe) operator.

Examples: Related Pages:

® CURLOPT_CONNECTTI MEQUT=60 (see note below for a hint on this option)
® CURLOPT_CONNECTTI MEQUT=60, E2E_FORBI D_REUSE=t r ue ® CURL documentation
® CURLOPT_CONNECTTI MEQUT=60 E2E_FORBI D_REUSE=t r ue
® CURLOPT_HTTPAUTH=CURLAUTH_NTLM CURLAUTH_NEGOTI ATE,
E2E_FORBI D_REUSE=t r ue

Alternatively it is possible to set the cURL options dynamically in an activity diagram. For that purpose,
input an object of type array with name options directly into the URL adapter. The array element must be
of class Option which is located in package Base Components/Add Ons/URL. Set the cURL option
you want to set to attribute name and the value to attribute value.

Example:

Example File (Builder project Add-ons/URL):

\L <bridgeDocPath>\\Add-ons\URL\uml\urlCurl.xml

package Component Diagram Version 2 Component View[ § UriCurl Cumpuhemsu .

«E2ECompasites T
FTPcURLExample - . I
{category = "E2E Examples’, F--—— = - — - >
controlPort = 22147, N N N
. URLA
KillJlVMThreadsOnShutdown, - i ;as»
version = "7.0.0°, . . puthie
| wsdiPerservice} o © . {host = "fileserver e2e.ch”,
. . thod — oot . .
. 3
<E2ES0APSenices g roptions = ”CURLOFT_CONNEC'I'FIMEOUT:GO”.]
FTPService L . pEm = e —
{port = 12147} . ©oport=21,
protocol = fip,
\E2ESOAPPoTIDes user = "user/password"}
FTPServicePort
1

E2E cURL Options

Option Data Remarks
Type

E2E_FOR Boolean | If E2E_FORBI D_REUSE is "true" for a SOAP adapter, then all curl connections
Bl D_REU are closed after the request. This also affects URL adapter options, if there are
SE any.


http://curl.haxx.se/libcurl/c/curl_easy_setopt.html
https://doc.scheer-pas.com/display/DESIGNER
https://doc.scheer-pas.com/display/DESIGNER/URL+Adapter
https://doc.scheer-pas.com/download/attachments/2286600/URL.zip?version=2&modificationDate=1571133286000&api=v2

Native cURL Options

Internally, the URL adapter uses cURL. The following options - listed in alphabetical order - are currently
supported (see the cURL documentation for more details).

Legend: 0 Option is recognized and forwarded to cURL
! Option is recognized and forwarded to cURL, but may overwrite built-in URL adapter
functionality
Q Option is not supported and not forwarded to cURL

All cURL data types can be set by using Bridge Strings:

cURL Bridge Type Comment

Data
Type
Array Array of Strings | You must use a cast() to use this type, because the URL option value is
(String) of type String.
Bitmask = String It is a string containing a string of cURL options separated by the pipe
character ("").
Blob n/a Is not supported.
Boolean = String You can use f al se or 0 for false and t r ue or 1 for true.
Callback  n/a Is not supported.
Consta | String Use the defined strings from cURL. For example, for the option CURLOPT
nt _FTP_FI LEMETHOD you can use CURLFTPMETHOD_MULTI CWD, CURLFT
PMETHOD_NOCWD or CURLFTPMETHOD_SI NGLECWD. The XUML Runtime
will convert the strings to numbers.
FileHan n/a Is not supported.
dle
Integer = String String will be converted to a number.

String String

Option Data Supported Supported cURL Constants / Remarks Since
Type Version

CURLOPT_AC | String (v] Runtime
CEPT_ENCOD 2020.11
I NG
CURLOPT_AC | Integer (V] Runtime
CEPTTI MEQU 2020.11
T_MS
CURLOPT_AP | String (v] Runtime
PEND 2020.11
CURLOPT_AU | Boolean (V]
TOREFERER
CURLOPT_AW | String (V] Runtime
S Sl Gv4 2021.4
CURLOPT_BU | Integer (v)
FFERSI ZE
CURLOPT_CA  String !
I NFO
CURLOPT_CA  String (V]
PATH
CURLOPT_CA | Integer o In seconds (see cURL documentation). Runtime

CACHE_TI M 2023.2

EouT


http://curl.haxx.se/libcurl/c/curl_easy_setopt.html
http://curl.haxx.se/libcurl/c/curl_easy_setopt.html
https://curl.se/libcurl/c/CURLOPT_CA_CACHE_TIMEOUT.html

CURLCPT_CO
NNECTTI MEO
ur

CURLCPT_CO
NNECT_ONLY

CURLOPT_CR
LF

CURLOPT_CR
LFI LE

CURLOPT_CO
NV_FROM_NE
TWORK_FUNC
TI ON

CURLOPT_CO
NV_FROM_UT
F8_FUNCTI ON

CURLOPT_CO
NV_TO NETW
ORK_FUNCTI
N

CURLCPT_CO
K E

CURLOPT_CO
OKI EFI LE

CURLOPT_CO
OKI EJAR

CURLCPT_CO
OKI ELI ST

CURLCPT_CO
OKI ESESSI ON

CURLOPT_CU
STOVREQUEST

CURLOPT_DE
BUGDATA

CURLOPT_DE
BUGFUNCTI ON

CURLOPT_DI
RLI STONLY

CURLOPT_DN
S_CACHE_TI
NEOUT

CURLOPT_DN
S USE_GLOB
AL_CACHE

CURLOPT_DO
H_SSL_VERI
FYHOST

CURLOPT_DO
H_SSL_VERI
FYPEER

CURLOPT_DO
H SSL_VERI
FYSTATUS

CURLOPT_DO
H_URL

CURLOPT_EG
DSOCKET

CURLOPT_EN
CoDI NG

Integer

Boolean

Boolean

String

Callback

Callback

Callback

String

String

String

String

Boolean

String

Blob

Callback

String

Integer

Boolean

Boolean

Boolean

Integer

String

String

String

O O 0 0 o

(%]

< I < D < N < B <

O QO O O &0 & 00 0o o

In seconds (see cURL documentation).

This timeout applies to the connection phase of the
TCP/IP protocol only. If you want to use timeout
limiting the whole interaction time, use CURLOPT_T
| MEQUT.

In seconds (see cURL documentation).

Runtime
2020.11

Runtime
2020.11

Runtime
2021.4

Runtime
2021.4

Runtime
2021.10

Runtime
2020.11


http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTCONNECTTIMEOUT
http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTDNSCACHETIMEOUT

CURLOPT_ER
RORBUFFER

CURLOPT_EX
PECT_100_T
| MEOUT_MB

CURLOPT_FA
| LONERROR

CURLOPT_FI
LETI ME

CURLOPT_FO
RBI D_REUSE

CURLOPT_FR
ESH_CONNECT

CURLOPT_FT
P_ACCOUNT

CURLOPT_FT
P_ALTERNAT
I VE_TO USER

CURLOPT_FT
PAPPEND

CURLOPT_FT
P_CREATE_M
I'SSI NG_DI RS

CURLOPT_FT
P_FI LEMETH
m

CURLOPT_FT
PLI STONLY

CURLOPT_FT
P_RESPONSE
_TI MEQUT

CURLOPT_FT
PPORT

CURLOPT_FT
P_SKI P_PAS
VIP

CURLOPT_FT
P_SSL

CURLOPT_FT
P_SSL_CCC

CURLOPT_FT
PSSLAUTH

Blob

Integer

Boolean

Boolean

Boolean

Boolean

String

String

Boolean

Boolean

Constant

Boolean

Integer

String

Boolean

Constant

Boolean

Constant

o O

O 0 00 00

O 0 00 o000

CURLFT
PNETHO
D_DEFA
uLT

CURLFT
PMETHO
D MULT
| CWD

CURLFT
PVETHO
D_NOCWD

CURLFT
PMETHO
D_SI NG
LECWD

Same behavior as if no method is specified.

cURL does a single CWD operation for each
path part in the given URL.

cURL does no CWD at all.

libccURL does one CWD with the full target
directory and then operates on the file
"normally”.

In seconds (see cURL documentation).

Deprecated. Use CURLOPT_USE_SSL instead.

false represents CURLFTPSSL_CCC_NONE, true is for CU

RLFTPSSL_CCC_PASSI VE .

CURLFT
PAUTH_
DEFAULT

CURLFT
PAUTH_
SsL

CURLFT
PAUTH_
TLS

Allow cURL to decide.

Try SSL first, and only if that fails try TLS.

Try TLS first, and only if that fails try SSL.

Runtime
2020.11


http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTFTPRESPONSETIMEOUT

CURLOPT_FT
P_USE_EPRT

CURLOPT_FT
P_USE_EPSV

CURLOPT_FT
P_USE_PRET

CURLOPT_FO
LLOW.QCATI
N

CURLOPT_HA
PPY_EYEBAL
LS _TI MEOUT
_MB

CURLOPT_HA
PROXYPROTO
ool

CURLOPT_HE
ADER

CURLOPT_HE
ADERDATA

CURLOPT_HE
ADERFUNCTI
ON

CURLOPT_HT
TPAUTH

CURLOPT_HT
TPGET

CURLOPT_HT
TPHEADER

CURLOPT_HT
TPPOST

CURLOPT_HT
TPPROXYTUN
NEL

CURLOPT_HT
TP_VERSI ON

Boolean

Boolean

String

Boolean

Integer

String

Boolean

Blob

Callback

Constant

Boolean
Array
(String)

Other

Boolean

Constant

o O & 0O

O © 6 0 o

(<)

Q O ©

CURLAUTH
_ANY

CURLAUTH
_ANYSAFE

CURLAUTH
_AVB_SI G
V4

CURLAUTH
_BASIC

CURLAU
THD G
EST

CURLAUTH
_GSSNEGO
TI ATE

CURLAU
TH_NEG
OTl ATE

CURLAU
TH_NTLM

CURL_H
TTP_VE
RSI ON_
NONE

CURL_H
TTP_VE
RSI ON_
1.0

cURL will automatically select the one it
finds most secure.

all except basic authentication. cURL will
automatically select the one it finds most
secure.

AWS V4 signature (see CURLOPT_AWS_SI
GV4).

basic authentication

digest authentication

deprecated, use CURLAUTH_NEGOT| ATE

instead

negotiate (SPNEGO) authentication

NTLM authentication

cURL will use whatever HTTP version it
thinks fit.

Enforce HTTP 1.0 requests.

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2021.4


https://curl.se/libcurl/c/CURLOPT_AWS_SIGV4.html
https://curl.se/libcurl/c/CURLOPT_AWS_SIGV4.html

CURLCPT_HT
TP200ALI AS
ES

CURLOPT_I G
NORE_CONTE
NT_LENGTH

CURLOPT_I N
FI LESI ZE

CURLOPT_IN
FI LESI ZE L
ARGE

CURLOPT_I N
TERFACE

CURLOPT_I O
CTLDATA

CURLOPT_I O
CTLFUNCTI ON

CURLOPT_IP
RESOLVE

CURLOPT_I'S
SUERCERT

CURLOPT_KE
YPASSWD

CURLOPT_KR
B4LEVEL

CURLCPT_LO
CALPORT

CURLOPT_LO
CALPORTRAN
GE

CURLOPT_LO
W SPEED_LI
MT

CURLOPT_LO
W SPEED_TI
NE

CURLOPT_MA
XAGE_CONN

CURLOPT_MA
XCONNECTS

CURLOPT_MA
XFI LESI ZE

CURLOPT_MA
XFI LESI ZE_
LARGE

CURLOPT_MA
XLI FETI ME_
CONN

CURLOPT_MA
X_RECV_SPE
ED_LARGE

Array
(String)

Boolean

Integer

Integer

String

Blob

Callback

Constant

String

String

String

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

O 0 ©

O O O 0 0 O O 00 0 00

CURL_H
TTP_VE
RSI ON_
1.1

CURL_|
PRESOL
VE_WHA
TEVER

CURL_I
PRESOL
VE_V4

CURL_|
PRESOL
VE_V6

Enforce HTTP 1.1 requests.

Resolves addresses to all IP versions that
your system allows.

Resolve to IPv4 addresses.

Resolve to IPv6 addresses.

Runtime
2020.11

In seconds (see cURL documentation).

Runtime
2020.11

Runtime
2022.5


http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTLOWSPEEDTIME

CURLOPT_MA
XREDI RS

CURLOPT_MA
X_SEND_SPE
ED_LARGE

CURLOPT_M
ME_OPTI ONS

CURLOPT_NE
TRC

CURLOPT_NE
TRC FILE

CURLOPT_NE
W DI RECTOR
Y_PERVB

CURLOPT_NE
W FI LE_PER
3

CURLOPT_NO
BODY

CURLOPT_NO
PROGRESS

CURLPOT_NO
PROXY

CURLCPT_NO
SI GNAL

CURLOPT_QU
OTE

CURLOPT_PA
THAS IS

CURLOPT_PI
NNEDPUBLI C
KEY

CURLOPT_PO
RT

CURLOPT_PO
ST

CURLCPT_PO
STFI ELDS

CURLOPT_PO
STFI ELDSI ZE

CURLOPT_PO
STFI ELDSI Z
E_LARGE

CURLOPT_PO
STQUOTE

CURLOPT_PO
STREDI R

CURLOPT_PR
EQUOTE

CURLOPT_PR
EREQDATA

Integer

Integer

Constant

Constant

String

Integer

Integer

Boolean
Boolean
String
Boolean
Array
(String)

String

String

Integer

Boolean

Blob

Integer

Integer

Array
(String)

String
Array
(String)
Blob

o

O 0 00 00000 QO o o0 0o

o & O

CURLM
MEOPT_
FORMES
CAPE

CURL_N
ETRC_O
PTI ONAL

CURL_N
ETRC_|
GNORED

CURL_N
ETRC R
EQUI RED

Tells libcurl to escape multipart form field
and file names using the backslash-escaping
algorithm rather than percent-encoding
(HTTP only). See cURL documentation for
more.

The use of your ~/ . netrc file is optional,

and information in the URL is to be preferred.

cURL will ignore the file and use only the
information in the URL.

The use of the file is required, the
information in the URL is ignored.

See cURL documentation.

Runtime
2022.5

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11


https://curl.se/libcurl/c/CURLOPT_MIME_OPTIONS.html
https://curl.haxx.se/libcurl/c/CURLOPT_NOPROXY.html

CURLOPT_PR
EREQFUNCTI

CURLOPT_PR
| VATE

CURLOPT_PR
OGRESSDATA

CURLOPT_PR
OGRESSFUNC
TION

CURLOPT_PR
OTOCOLS_STR

CURLOPT_PR

CURLOPT_PR
OXYAUTH

CURLOPT_PR
OXY_CAI NFO

CURLOPT_PR
OXY_CAPATH

CURLOPT_PR
OXY_CRLFI LE

CURLOPT_PR
OXYHEADER

CURLOPT_PR
OXY_I SSUER
CERT

CURLOPT_PR
OXY_KEYPAS
SVWD

CURLOPT_PR
OXYPASSWORD

CURLOPT_PR
OXY_PI NNED
PUBLI CKEY

CURLOPT_PR
OXYPORT

CURLOPT_PR
OXY_SERVI C
E_NAMVE

CURLOPT_PR
OXY_SSLCERT

Callback

Blob

Blob

Callback

String

String

Constant

String

String

String

String

String

String

String

String

Integer

String

String

o 0 0 0o o

O & 00 00

e O

CURLAU
TH_BAS
IC

CURLAU
THD G
EST

CURLAU
TH_NEG
OTl ATE

CURLAU
TH GSS
NEGOTI
ATE

CURLAU
TH_NTLM

CURLAU
TH_ANY

CURLAU
TH_ANY
SAFE

basic authentication

digest authentication

negotiate (SPNEGO) authentication

deprecated, use CURLAUTH_NEGOT| ATE
instead

NTLM authentication

cURL will automatically select the one it
finds most secure.

All except basic authentication. cURL will
automatically select the one it finds most
secure.

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2021.4

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11



CURLOPT_PR
OXY_SSLCER
TTYPE

CURLOPT_PR
OXY_SsL_dl
PHER LI ST

CURLOPT_PR
OXY_SSLKEY

CURLOPT_PR
OXY_SSLKEY
TYPE

CURLOPT_PR
OXY_SSL_oP
TI ONS

CURLOPT_PR
OXY_SSL_VE
RI FYHOST

CURLOPT_PR
OXY_SSL_VE
RI FYPEER

CURLOPT_PR
OXY_SSLVER
SN

CURLOPT_PR
OXY_TLS13_
Cl PHERS

CURLOPT_PR
OXY_TRANSF
ER_MODE

CURLOPT_PR
OXYTYPE

CURLOPT_PR
OXYUSERNAVE

CURLOPT_PR
OXYUSERPWD

CURLOPT_PUT

CURLOPT_QU
I CK_EXIT

CURLOPT_RA
NDOM _FI LE

CURLOPT_RA
NGE

CURLOPT_RE
ADDATA

CURLOPT_RE
ADFUNCTI ON

CURLOPT_RE
DI R_PROTCC
aLs_STR

CURLOPT_RE
FERER

CURLOPT_RE
SOLVE

CURLOPT_RE
SUMVE_FROM

String

String

String

String

String

String

String

String

String

String

Constant

String

String

Boolean

Boolean

String

String

Blob

Callback

String

String

String

Integer

O O O O O 0 00 o o

o

QO 0 0 0 6060 0 80

CURLPR
OXY_HT
™

CURLPR

OXY_SO

CKS4

CURLPR

OXY_SO

CKS5

HTTP proxy

SOCKS4 proxy

SOCKSS proxy

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11
Runtime

2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11

Runtime
2020.11



CURLOPT_RE | Integer
SUME_FROM_
LARGE

CURLOPT_SE | Integer
RVER_RESPO
NSE_TI MEQUT

Runtime
2021.4

Runtime
2020.11

CURLOPT_SE | String
RVI CE_NANE

CURLOPT_SO | String
CKS5_AUTH

Runtime
2020.11

CURLOPT_SO  String
CKS5_GSSAP
I _NEC

Runtime
2020.11

CURLOPT_SO | String
CKS5_GSSAP
| _SERVI CE

Runtime
2020.11

CURLOPT_SS  Constant
H_AUTH_TYP
ES

CURLSSH_AUTH_KEYBQARD is not implemented for
obvious reasons.

CURLOPT_SS | Blob
H_HOSTKEYD
ATA

CURLOPT_SS | Callback
H_HOSTKEYF
UNCTI ON

CURLOPT_SS  String Runtime
H_HOST_PUB 2022.5
LI C_KEY_SH

A256

O O 0 O O 0909 o o

CURLOPT_SS | String
H_PUBLI C K
EYFI LE

CURLOPT_SS | String
H_PUBLI C_K
EY_MD5

CURLOPT_SS  String
H_PRI VATE_
KEYFI LE

o o o o

CURLOPT_SH | FileHan
ARE dle

CURLOPT_SS  String !
LCERT

CURLOPT_SS  String !
LCERTTYPE

CURLOPT_SS  String
LCERTPASSVD

CURLOPT_SS | String
L_Cl PHER L
IST

L_CTX_DATA

CURLOPT_SS | Callback
L_CTX_FUNC
TION

CURLOPT_SS  String
LENG NE

CURLOPT_SS  None
LENG NE_DE
FAULT

o
o
CURLOPT_SS | Blob ()
o
o
o

CURLOPT_SS | String 1
LKEY

CURLOPT_SS  String
LKEYTYPE

CURLOPT_SS  String '
LKEYPASSV\D



CURLOPT_SS
L_OPTI ONS

CURLOPT_SS
L_SESSI O D
_CACHE

CURLOPT_SS
L_VERI FYHO
ST

CURLOPT_SS
L_VERI FYPE
ER

CURLOPT_SS
L_VERI FYST
ATUS

CURLOPT_SS
LVERSI ON

CURLOPT_ST
DERR

CURLOPT_TC
P_NODELAY

CURLOPT_TE
LNETOPTI ONS

CURLOPT_TI
MECONDI TI ON

CURLOPT_TI
VEQUT

CURLOPT_TI
MEQUT_MB

CURLOPT_TI
MEVALUE

CURLOPT_TI
VEVALUE_LA
RGE

CURLOPT_TL
S13_Cl PHERS

CURLOPT_TR
ANSFERTEXT

CURLOPT_UN
RESTRI CTED
_AUTH

CURLOPT_UP
LCAD

CURLOPT_URL

Constant

Boolean

Integer

Boolean

Integer

Constant

FileHan
dle
Boolean
Array
(String)

Constant

Integer

Integer

Integer

Integer

String

Boolean

Boolean

Boolean

String

O & & ©

O 0 000

CURLSS
LOPT_A
LLON B
EAST

CURL_S
SLVERS
| ON_DE
FAULT

CURL_S
SLVERS
I ON_TL
Svi

CURL_S
SLVERS
I ON_SS
Lv2

CURL_S
SLVERS
I ON_SS
Lv3

Tells libcurl to not attempt to use any
workarounds for a security flaw in the SSL3
and TLS1.0 protocols. See cURL
documentation for more.

Default action. This will attempt to figure out

the remote SSL protocol version.

Use TLSv1.x.

Use SSLv2.

Use SSLv3.

CURL_TI MECOND_| FMODSI NCE

CURL_TI MECOND_I FUNMODSI NCE

In seconds (see cURL documentation).

In milliseconds (see cURL documentation).

Runtime
2021.10

Runtime
2020.11

Runtime
2020.11


https://curl.haxx.se/libcurl/c/CURLOPT_SSL_OPTIONS.html
https://curl.haxx.se/libcurl/c/CURLOPT_SSL_OPTIONS.html
http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTTIMEOUT
http://curl.haxx.se/libcurl/c/curl_easy_setopt.html#CURLOPTTIMEOUTMS

CURLOPT_US
E_SSL

CURLOPT_US
ERAGENT

CURLOPT_US
ERPVD

CURLOPT_VE
RBOSE

CURLOPT_WR
| TEDATA

CURLOPT_WR
| TEFUNCTI ON

CURLOPT_W8
_OPTIONS

CURLOPT_XO
AUTH2_BEAR
ER

Constant

String

String

Boolean

Blob

Callback

Bitmask

String

O 0 0 ©

CURLUS
ESSL_N
ONE

CURLUS
ESSL_T
RY

CURLUS
ESSL_C
ONTROL

CURLUS
ESSL_A
LL

Do not attempt to use SSL.

Try using SSL, proceed as normal otherwise.

Require SSL for the control connection

Require SSL for all communication.

Runtime
2020.11
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